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Web Service Discovery Based on Privacy
Preferences

Mona Tavakolan, Maryam Zarreh and Mohammad Abdollahi Azgomi

Abstract—Today, most Internet users are worried about
protecting their personal information, which may be gathered by
web services. This concern can have a profound influence on
finding a way for applying privacy-aware policies on web services.
In this regard, there are just a few accessible web services on the
web, which usually provide users with simple operation and are
not able to apply the user preferences. In this paper we present a
new method for applying the users’ preferences within the
privacy-aware policies on web services. In this method, an
extensible model for describing the users’ preferences on discovery
of web services is proposed. The model along with general rules
can cover the desired criteria according to privacy-aware policies
and presents a scenario based on users’ preferences for
discovering web services.

Index Terms— Web service, privacy, privacy-aware policy.

I. INTRODUCTION

In the past few years, many companies have been forced to
reorganize their businesses by using heterogeneous
technologies in order to remain competitive in a business world.
Current trends in Information and communication technology
(ICT) may accelerate the widespread use of web services in
business [25]. Web services have become more and more
popular in the research community as well. A web service is
defined as an autonomous unit of application logic that provides
either some business functionalities or information to the other
applications through an Internet connection. Web services are
based on a set of extensible markup language (XML) standards
such as the universal description, discovery and integration
(UDDI), web services description language (WSDL), and
simple object access protocol (SOAP) [26].

Web services encapsulate the operation and information
sources and make them available on the web by the means of
standard programming interfaces. Using prepared web services
has many advantages for the Internet users. Thus, there is an
increasing growth of the web services, which leads to raising the
importance of retention of user’s personal information by these
services [1],[2].

Privacy control is usually not concerned with the individual
subjects. The traditional view of access control model should be
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extended with an enterprise wide privacy policy for managing
and enforcing of individual privacy preferences [27].

As web services are becoming more and more popular for
supporting different business applications, there are also
increasing demands for web services privacy technologies in the
industry and research community. The information exchange in
such a web services-based business environment must be
protected by privacy-enhancing technologies [28].

In particular, the information privacy relates to an
individual’s rights to determine how, when, and to what extent
the personal information can be released to the other individuals
or organizations. The information privacy is usually concerned
with the confidentiality of the business sensitive information on
Internet. Many studies show that a good privacy protection is an
important factor to generate a good business. In general, the
privacy policies of an organization describe the information
collected from individuals (e.g., consumers) and the purposes of
this data collection [5],[20].

The main issue, which should be concerned, is when a web
service is found, the application will try to bind to each web
service through SOAP messages. From the users’ point of view,
the privacy concerns mainly raise in the registries and web
services. For example, the users may want the registries to
protect their privacy such as their identities and what
information they have retrieved from the registries. In addition,
the users may also want to validate the privacy policies of
business entities and services based on their privacy preferences.
It means that the web services application may only bind to
those web services such that their privacy policies are satisfied
[17].

In this paper we present a discovery algorithm based on
users’ preferences through adding a measure named privacy of
service (PoS) to the privacy information core of the UDDI
structure as well. We present a new method for applying the
users’ preferences within the privacy-aware policies on web
services. In this method, an extensible model for describing the
users’ preferences on discovery of web services is proposed.
The model along with the general rules can cover the desired
criteria according to privacy-aware policies and presents a
scenario based on users’ preferences for discovering web
services.

The rest of this paper is organized as follows. In section I,
an extensible privacy-aware policy model for web services is
presented. In section 11, we introduce the processes of a web
service using the proposed model. In section 1V, we propose a
method to evaluate the web service privacy-policies confidence.
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In section V, we present the web service discovery algorithm
based on the users’ preferences. In section VI, a comparison to
the related works is presented. Finally, section VII concludes
the paper.

Il. AN EXTENSIBLE PRIVACY-AWARE POLICY MODEL FOR
WEB SERVICES

The aim is to specify and apply the user's privacy
preferences, such as collection, use, disclosure and retention, as
a privacy-aware policy for web services. The existing web
services ignore the users' preferences on privacy metrics for
their personal information. To solve this problem, first an exact
and nominal description of the privacy metrics should be
introduced. In this section, such a privacy metrics is defined.
Then, a model for privacy-aware web service will be presented
[15].

A. Privacy Metrics

The absence of a common definition of privacy metrics may
cause that the web services and users have vague interpretations
on privacy. For constructing a descriptive model of the general
privacy policies, a classification and exact definitions for some
metrics is presented in TABLE I.

TABLE|
CLASSIFICATION OF PRIVACY METRICS [12]

Principle Brief Description
Collection Collect information only if needed and in a
lawful manner after disclosing its identity.
Disclosure Not use or disclose personal information for
reasons other than the purpose for which the
information is collected.
Data quality Take reasonable steps to make sure that the

personal information that it collects uses or
discloses is accurate.

Data security Take reasonable steps to protect the personal

information it holds from misuse.

services must be changed and enriched through the concept of
privacy-aware and should be able to add the privacy metrics. In
addition, such a model must be defined to enable the consumers
to express their opinion on the requirements of privacy.

Each privacy metrics can be composed of several
sub-metrics and it can also be expanded with new metrics. The
users of service can have various interests in applying the
privacy policies. Therefore, it is necessary to prioritize web
services privacy metrics before their evaluation, based on the
user interests [18].

B. A Descriptive Model of Privacy-Aware Policy for Web
Services

Now, we propose an expanded model on web services as in
Fig. 1, which is based on [13], to present how to categorize the
privacy metrics that for example can be composite of obligation,
disclosure and collection. Also, in the next level obligation can
be aggregated from data retention and data accessibility.

In the proposed model of privacy for web services, the user
must be able to select a series of metrics and attribute and then
assign some weights to them.

Privacy Metric
Metric Name: String
Increasing: Boolean

Openness Set out an easily accessible document that
clearly expresses policies.

Access and Personal information must provide the

Correction individual with access to the information on
request by the individual as per the rules.

Identifiers Adopt as its own identifier of an individual that
has been assigned by: an agency; or an agent
of agency acting in its capacity as agent.

Anonymity Wherever it is lawful and practicable,
individuals must have the option of not
identifying themselves.

Transhorder data | Transfer personal information about an

flows individual to someone who is in a foreign
country with individual’s consent to transfer.

Sensitive Not collect sensitive information about an

information individual unless the individual has consented

or the collection is required by law.

The metrics presented in TABLE |, are useful for
constructing a descriptive model of privacy-aware policy on
web services. In this regard, the descriptive model of web

Get Value()
Obligation Disclosure Collection
Type Name Name
Transition Type Type
Data Transition Transition
Domain Specific Data Data
Partner Purpose
Domain Specific Recipient .
Domain Specific
o p
Data Retention Data Accessibility
Name Name :
Period Period Legend
Domain Specific | | Domain Specific Composition
Aggregation

Fig. 1. An expanded model of web services

Based on Fig. 1, each web service is composed of a series of
privacy metrics and each privacy metrics must have its own

weight. The increasing value can be zero or one. If increasing

the privacy is a preferred by the user, the value will be set to one;
otherwise the value will be set to zero.

C. The Model of Privacy-Aware Requirements

The user’s requirements for applying the privacy criteria
may be different. Indeed, there are two kinds of requirements in
the privacy policy requirements. One of them is the necessities
and constraints on the privacy policies and the other is the
priority of the privacy criteria. The constraints are those privacy
policies which must be applied to the users [4]. Prioritizing
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privacy policies criteria are ranked based on the user’s interests.
In this method the users are able to determine some weights
based on their preferences for ranking the criteria.

The model of privacy requirements for a service can be
encoded by the XML sections and can be included in the
description of the user’s request to the web service [3].

Fig. 2 presents how to evaluate the users' privacy
preferences metrics in retention of their personal information in
the specific period of time. In addition, by weighting the privacy
metrics based on the users' considerations, these metrics will be
prioritized.

<Privacy Requirement>
<State Name="Book Selection">
<Obligation Type "R",
data ="/user [@cart-data]",
<Retention Name="R2",
Period="6 months"/>
</Obligation>
<Privacy Evaluation System>
<Weight Item ItemName="time' weight="6"/>
< Weight Item ItemName="content" weight="4">
</Privacy Evaluation System>
</State>
</Privacy Requirement>

transition,"t3">

Fig. 2. A sample privacy metrics description [12]

I1l.  THE PROCESS OF WEB SERVICE USING PRIVACY-AWARE
POLICY

There is a simple procedure for applying privacy policies in
the proposed process of UDDI to find a desired web service.
While the accommodation of the privacy policies with the user
preferences is considered as an important factor, the process of
applying the privacy-aware policy should change. Fig. 3 shows
the proposed process of web service using the privacy-aware
policies [23].

Matching
. Privacy
Privacy , Preferences'
Preferences
User User -
Sél Privacy-awa
f re policies
Service Provider | on v_veb
services

?

Privacy Policy Web Service

Fig. 3. Web service process using privacy-aware policies

Service providers record the web service information in the
UDDI. While the request is being sent to the service, it will be
sent to the service provider. The process of applying the
privacy-aware policy for the web services are accomplished in
some stages. First, the user sends his/her interests on the
personal information. Then, a correspondence will be done
between the user’s interests and the web service privacy policies.
Finally, the degrees of user’s confidence to the privacy-aware
policies on web services will be evaluated. These stages will be
explained in the next section. Fig. 4 shows this process.

Correspondence Evaluation of
Sending of the user the confidence
preferences > personal > to the
preferences to the privacy-aware
privacy-aware policies
polices

Fig. 4. The stages of applying privacy-aware policies

IV. EVALUATION OF WEB SERVICE PRIVACY-POLICIES
CONFIDENCE

After sending the wuser preferences and doing a
correspondence with the web service privacy policies, the
degree of user’s confidence to apply these policies will be
calculated. The algorithm must determine that a desired web
service S how much confidence provides based on the privacy
policies and the user preferences. Using m parameters for the
personal preferences, the following matrix P will be obtained:

[ P11 Pip Py
Py Py Pym
po |- .
| Pn,l Pn,2 Pn,m ]

where, each line of the matrix P shows one privacy metrics and
each column presents one of the parameters.

In order to evaluate the web service privacy policies
confidence, the matrix P should be normalized. Through
normalization, we can measure parameters equally without
dependence on their measurement units and also construct an
equal index for showing the web service privacy confidence.
For example, the disclosure of user personal information may be
expressed in terms of day or for some special persons. For
constructing an equal index, P should be normalized.

Before normalization, two arrays should be defined. First, N
={ny, ny,..., Ny}, which is 1 < j < n. Then, n; value is the same
increasing field value in the privacy-aware model, which could
be 0 or 1 and n=1 is considered when increase of P;; value for
user is an advantage. The second array is C= {cy, Cy, ..., Cn}
where c; adjusts the most normalized value and p= % =1 Pijis
the average privacy-aware confidence metrics value j in the
matrix P and constant ¢ value is a premise for metrics j.
Normalizing each element of the matrix P is done using the
following formulas [7],[8],[11]:
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If n=1, then:
1
if n Z?=1Pi,j #0
Pi,j
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1 n ~i=17L]
= Zn:1 Pij
n = J andnj =1
Pjj= L
if o 2i—1Pi,j=0
ci
J andnj =1
P. .
and 1# 2 cj
o Zi=1 Pi,j
If n=0, then:
( ifPjj #0
1 andnj =0
n== -J i1 Pi | a i1 Py j
P: ; and “——— <
L] Pij
Pi j=
ifPj,j=0
Cj and nj1= 0
x Z'n= P; ;
and n~i=1"1] > j
Pi,j

By using the normalization formulas in the matrix P we will
obtain matrix P’, which consists the normalized values of the
metrics:

! ! -
P11 P Pym
I I
Poq Py Pom
P =
! ! !
-P n,1 Pn,2 Pn,m-

For applying the user’s preferences, we define an array
named F, where F={fy, f,, ..., f,}, where each fj is a weight for
privacy confidence metrics which were analyzed in the
descriptive model of privacy requirements. Finally, with
applying f array in P’ matrix we can calculate the degree of
privacy-aware confidence on web services.

The following equation shows the way of calculating
privacy-aware evaluation index, named privacy aware
confidence (PAC) for the web service:

PACS) = ) (Py,jf;)

j=1

where, P';; are the normalized values of each metrics and fi; is
the related metrics weights. Therefore, we achieve the desired
web service privacy-aware confidence index. After calculation
of PAC value for web services, we rank the web services and
present it to the user. Then, the user makes a decision based on
the resulted ranks to select a web service.

V. WEB SERVICE DISCOVERY BY A CERTIFIER BASED ON
USERS' PREFERENCES

After requesting a composite web service by a user, it may
be use other web services to provide the requested service. In
this case, the web service privacy policies must be
accommodated with privacy policies of other web services in
use.

Four stages are being discussed to find out a web service. In
the first stage, service provider registers the related service in
UDDI. In the second stage, service user requests the related
service from the discovering agent. And at next stage, the
discovering agent accommodates the operational requirements
of the service requested by the user using the services registered
in UDDI. And finally, the accommodated services are recalled
by the user from the service provider. Fig. 5 shows the process
of web service discovery.

uDDI

Registry
3. Functional.etmpliahce 7y
Discovery
agent 1. Servife Register
2. Servicg/Request

Service | = Service
Consumer 4. Service Call Provider

Fig. 5. Web service discovery process [6]

In the proposed method for discovering web services, a
certifier is used. The certifier considers the non-operational
requirements of users. It also accommodates the web services
with the user’s operational requirements. As appeared in Fig. 6,
the certifier examines the distributed non-operational
requirements before registering the service. Before service
recalling, the user can examine the distributed non-operational
information by certifier.

The UDDI standard is the most dominating among the web
services discovery mechanisms [14]. A UDDI registry is a
directory for storing information about web services. A service
provider makes its services available to public users by
publishing information about the service in a UDDI registry.
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Individuals and businesses can then locate the services by
searching public and private registries.

New Register

Register
Search ’
Request\Response
Consumer |« »| Provider
Check Certificate
Certifier

Fig. 6. Web service discovery based on non-operational requirements

The information about web services in a UDDI registry
includes a description of the business and organizations that
provide the services, a description of a service’s business
function, and a description of the technical interfaces to access
and manage those services [19]. A UDDI registry consists of
instances of four core data structures including the
businessEntity, the businessService, the bindingTemplate and
the tModel. This information comprises everything a user
required to know to use a particular web service. The
businessService is a description of a service’s business function,
businessEntity describes the information about the organization
that has published the service, bindingTemplate describes the
service’s technical details, including a reference to the service’s
application programming interface (API), and tModel defines
other attributes or metadata such as taxonomy and digital
signatures [20].

To register non-operational information in this method
UDDI data structure is changed according to Fig. 7. As
appeared in the figure, a new part to UDDI structure of privacy
data has been added. In this section, there is presented
professional service data structure accompanying with the
model of dependency.

1
L Business Entity

1
\i‘ Business Service |

Privacy Information

:‘ZI tModel |
T A

Fig. 7. UDDI structure based on non-operational requirements

Binding Template

A. Storage of Privacy of Service Information in the UDDI
Registry

As a current feature in the UDDI registry, the tModel is used
to describe the technical information for services. A tModel

consists of a key, a name, an optional description and a uniform
resource locator (URL) which points to a place where details
about the actual concept represented by the tModel can be found
[16]. tModel plays two roles in the current UDDI registries. The
primary role of a tModel is to represent a technical specification
that is used to describe the web services. The other role of a
tModel is to register categorizations, which provides an
extensible mechanism for adding property information to a
UDDI entity. We propose that the categorization tModel in
UDDI registries can be used to provide privacy of service (PoS)
on bhindingTemplates and a tModel for privacy of service
information for the binding template that represents a web
service deployment is generated to represent privacy of service
information. Each PoS metric, such as collection, use or
disclosure is represented by a keyedReference that is a
general-purpose structure for a name-value pair, on the
generated tModel [28],[29].

We give an example of the bindingTemplate reference to the
tModel with the PoS attribute categories, and an example of the
PoS information tModel, which contains a categoryBag, which
is a list of name-value pairs specifying the PoS metrics. The two
examples are shown in Fig. 8 and Fig. 9, respectively. The
example used in Fig. 8 is a stock quote service. A tModel with
tModelKey "uddi:mycompany.com:

StockQuoteService:PrimaryBinding:PoSInformation™
containing the PoS attribute categories is referenced in the
bindingTemplate. In order to retrieve more detailed
management information, the location of a WSDL description is
stored in a keyed reference with  tModelKey
"uddi:mycompany.com:StockQuoteService:
PrimaryBinding:PoSDetail", which is not shown in the Fig. 9
shows the tModel that is referenced in the bindingTemplate in
Fig. 8. This tModel contains a categoryBag that specifies four
PoS metrics of collection, use, disclosure, and data quality. The
tModelKey in each keyedReference is used as a namespace
which provides a uniform naming scheme [21].

B. Scenario of web Service Discovery

According to PoS value that is added to the privacy
information core of UDDI structure, now we present the
scenario for discovering web service based on privacy policies.
Suppose A, B, C and D indicate web service provider, web
service user, agent for discovering web service, and SOAP
protocol, respectively.

To discover a web service, the following steps are applied
and web services are ranked based on their privacy indices:

1. A—C: A requests the privacy policies from a

discovering agent (C).

2. A the web service provider examines the
accommodation between its privacy preferences and
the privacy policies of the discovering agent.

3. A—C: if accommodated, the web service provider
distributes service in WSDL and determines the
privacy policies as well.

4. A—UDDI: A finds a suitable web service using UDDI.

5. B:web service user examines accommodation between
privacy policies of provider and the discovering agent
and compares them with its privacy policies. If
accommodated, the user can use the web service.
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<businessService>
serviceKey="uddi:mycompany.com:StockQuoteService"
businessKey="uddi:mycompany.com:business>

<name>Stock Quote Service</name>

<bindingTemplates>

<bindingTemplate
bindingKey="uddi:mycompany.com:StockQuoteService:primar
yBinding
serviceKey="uddi:mycompany.com:StockQuoteService">
<accessPoint URLType="http">

http://location/sample

</accessPoint>

<tModellnstanceDetails>

<tModellnstancelnfo
tModelKey="uddi:mycompany.com:StockQuoteService:Primar

Binding:PoSInformation">

<description xml:lang="en">

This is the reference to the tModel that will have all of the

POS related categories attached.

</description>

</tModellnstancelnfo>

<tModellnstancelnfo
tModelKey="uddi:mycompany.com:StockQuoteService:Primar

y

Binding:PoSDetail">

<description xml:lang="en">

This points to the tModel that has the reference to the
web service endpoint that allows detailed retrieval of
information

</description>

</tModelInstancelnfo>

</tModellnstanceDetails>

</bindingTemplate>

</bindingTemplates>

</businessService>

Fig. 8. POS Information on BindingTemplates

<name>PoS Information for Stock Quote Service</name>
<overviewDoc>

<overviewURL>

http://<URL describing schema of PoS attributes>
<overviewURL>

<overviewDoc>

<categoryBag>

<keyedReference
tModelKey="uddi:uddi.org:PoS: Collection"
keyName=" collect information "
keyValue="necessary" />

<keyedReference
tModelKey="uddi:uddi.org:PoS: Disclosure"
keyName=" disclose personal information "
keyValue=">Purpose" />

<keyedReference
tModelKey="uddi:uddi.org:PoS:Data Quality"
keyName="Data Correction"

keyValue=" accuracy" />

</categoryBag>

</tModel>

<tModel tModelKey="mycompany.com:StockQuoteService: Prmary
Binding : PoSInformation™">

Fig. 9. The tModel with the PoS Information

uDDI
6. Functional Compliance/ Registry
A

Discovery
agent 4. Service
5 Register
1.3
7
Service < .
~ Service
Consumer » .
Provider
9
8
SOAP

Intermediary

Fig. 10. Steps for discovering web services based on privacy policies

6. C—UDDI: the discovering agent examines the
operational accommodation of the related service with
the web services registered in UDDI.

7. B—A: If accommodated, the web service user can use
the web service through SOAP messages.

8. A:the web service provider locates the privacy policies
in SOAP messages.

9. A—B: the web service provider requests the web
service user to declare its satisfaction.

Fig. 10 displays the steps for discovering web services based
on privacy policies.

VI. COMPARISON

In the architecture for describing the way of applying
privacy policies proposed in [12], the users are not able to apply
their requirements in the way of managing personal information.
In this architecture, just a couple of simple performances on the
user’s registration information, user’s profiles, IP address and
cookies are accomplished. Same thing is correct for applying
the user preferences. However, in the proposed model, the users
are able to apply their privacy preferences on the web service
privacy metrics.

In [22], a privacy policy checker engine is designed and
implemented for automatically verifying and certifying the web
service application based on the levels of overall privacy
principle compliance, privacy statement compliance and
classification of privacy metrics. We use this classification of
privacy metrics to evaluate the web service privacy policy
confidence by using a normalization algorithm.

In some references, such as [9], a UDDI registry consists of
instances of four core data structures including the
businessEntity, the businessService, the bindingTemplate and
the tModel. In the proposed discovery method, a structure is
used to augment the UDDI registries with additional privacy
information. We have added a new data structure to the UDDI
architecture that performs the privacy matching between web
service metrics and user preferences.
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The users interact with the web service applications via
information exchanges. The information exchanges between the
users and the web service applications always contain different
confidential and sensitive data. Referring to the
publish/find/bind model in web services [10], one can imagine
that web service providers publish their web services
descriptions at registries (e.g., UDDI) for public access. The
web services are described in WSDL documents. Then, the
users (web service requestors) find the appropriate web services
at the registries. In many cases, there may have a mediator (i.e.,
a service locator) that helps to find appropriate web services for
requesters [24]. From the users’ point of view, applying their
privacy preferences in web services discovery is an important
issue so in the proposed algorithm, we consider the privacy
metrics as well.

VIL.

By increasing the number of web service users, making
privacy policies is being more and more important. On the other
hand, it simplifies the possibility of applying user preferences
on the personal information. Bearing this in mind in the existing
process, the possibility of applying user preferences in privacy
policies has not been considered, so it is necessary to have a
systematic method for describing and applying privacy-aware
policies on web services.

In this paper we presented an extensible model for
describing and applying privacy-aware policies of a web service
with using privacy metrics and shows how can include the user
interests in the calculation of web service privacy confidence.
The proposed model benefits both flexibility and extensibility.
It is possible to add new privacy metrics without any change in
the calculation model. This paper also demonstrates a model of
web service privacy-aware requirements for expressing the user
preferences and proposes an improved process on the web
service to enable users to apply their preferences and presents a
scenario for discovering web services based users’ preferences
through adding privacy of service (PoS) information to the
privacy information core of the UDDI structure as well.

In future, we can consider presenting a scenario for
discovering composite web services based on privacy policies
regarding to ontology concepts. In addition, using users'
feedback for changing the privacy metrics of web services is an
effective solution for improving the flexibility.

CONCLUSIONS
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